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Attribute-Based Access Control in a Fog Environment

Aisha Mohammed Ali Alshiky

ABSTRACT

With the explosive growth of mobile devices and sensors, mobile situation awareness and real
time applications are considered as an important class of applications. Fog computing extends
the cloud computing paradigm to the edge of the network, thus enabling this new type of
applications. As known some of fog characteristics are low latency, mobility and strong
presence of real time applications. In this research the fog environment is considered to be an
appropriate platform to support Electronic Health Records (EHRs). EHR contains highly
confidential information of patient, which must be secured. Security in fog computing
environment will eventually become an issue. With security embedded into the fog computing
environment, we envision, in this research, to provide appropriate security solutions without
effecting on performance. We will cater different users based on their attributes and thus
providing Attribute Based Access Control (ABAC) into the EHR in fog to prevent unauthorized
access.

We proposed the fog environment to implement E-health system that contains highly
confidential information of patient (EHR). And in this research, there are three major
contributions first, we simulate E-health system by using iFogSim tool and we come up with
iFogSimEhealthSystem simulation tool. Second, we applied ABAC at fog to secure access into
EHR of patient. Third, we studied the performance of proposed securing access in E-health
system in fog computing and the results showed that the fog computing architecture has
improved performance.



